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Purpose

This manual was prepared in accordance with section 51 of the Promotion of Access to
Information Act, 2000 (PAIA) and to address requirements of the Protection of Personal
Information Act, 2013 (“PoPIA”)

1. Who is HURU?

HURU Technologies (Pty) Ltd “HURU” is a for-profit South African business registered under
the Companies Act 71 0of 2008.
HURU is a Private Body for purposes of both PAIA and PoPIA.

2. Contactdetails

Section 51(1)(a)

Physical & Postal Address = Unit FO4. Kieprsol House, Stonemill Office Park
300 Acacia Road
Darrenwood

2195, Johannesburg, Gauteng

Email address support@huru.co.za
Telephone 010 593 4491
Website address https://huru.co.za

Information Officer in terms of Section 51(1)(b)
Information Officer Adrian Albrecht

Physical & Postal Address  Unit FO4. Kieprsol House, Stonemill Office Park
300 Acacia Road
Darrenwood
2195, Johannesburg, Gauteng

Email address info-officer@huru.co.za
Page |4
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3. Why this manual?

3.1.  Interms of section 510of the Act, all Private Bodies are required to compile an
Information Manual(“PAIA Manual”).

3.2. Where arequestis made in terms of the Act, the body to whom the request is made is
obliged to release the information, subject to applicable legislative and / or regulatory
requirements, except where the Act expressly provides that the information may be
refused when requesting informationfrom a public or private body.

3.3. The purpose of PAIA is to promote the right of access to information, to foster a
culture of transparency and accountability within HURU by giving the right to
information that is required for the exercise or protection of any right and to actively
promote a society in which the people of South Africa have effective access to
information to enable them to exercise and protect their rights.

3.4. To promote effective governance of private bodies, itis necessary to ensure that
everyone is empowered and educated to understand their rights in relation to public
and private bodies.

3.5. Section 9 of the Act recognises that the right to access information cannot be
unlimited and should be subject to justifiable limitations, including, but not limited to:
3.5.1. Limitations aimed at the reasonable protection of privacy.

3.5.2. Commercial confidentiality.
3.5.3. Effective, efficient, and good governance.

3.5.4. Andinamanner which balances that right with any other rights, including such
rights contained in the Bill of Rights in the Constitution.

3.6. This Manual complies with the requirements of the guide mentioned in section 10 of
PAIA and recognises that the Information Regulator is responsible to regulate

compliance with PAIA, POPIA and their regulations by private and public bodies.
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3.7. Information Regulator Contact Details

The Information Regulator has taken over the function to regulate PAIA from the South
African Human Rights Commission from the 30th of June 2021. The Information
Regulator also regulates POPIA. A complaint may be lodged with the Information

Regulator if you are not satisfied with the outcome of your request for information.

Physical Address Woodmead North Office Park, 54 Maxwell Drive, Woodmead,
Johannesburg

Postal Address PO Box 31533, Braamfontein, Johannesburg, 2017

Telephone +27 80 0017160 / +2710 023 5200

General Email enquiries@inforegulator.org.za

Website https://www.inforegulator.co.za

3.8. Ifapublic body lodges a request, the public body must be acting in public interest.
3.9. Requests in terms of PAIA shall be made in accordance with the prescribed
procedures, at the rates provided. The forms and tariffs are dealt with in the PAIA

Regulations and the relevant provisions of PAIA. Rates are described in Appendix 15.1.
4. Availability of this manual

This Manual is made available in terms of the PAIA Regulations and the regulations made under
POPIA, as applicable.

This Manual is also available on our website which is: https://huru.co.za/legal/

This Manual is further available at our offices for inspection during business hours.
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5.What records does HURU hold?

5.1 Records held by HURU.

Although we will handle each request on an individual basis for quick reference most of our
records have been marked with the likelihood of being accessible.

Public Publicly available or available without a formal request under PAIA.

Subject to PAIA Access may be requested and will be considered in accordance with
PAIA, including any applicable grounds for refusal.

Public " Incorporation and company registration Public
" Trust deeds
" Media releases
" Trademarks
Company Records " Minutes of meetings of the Board of Directors;Minutes Subject
of meetings of Shareholders. to PAIA
. Proxy forms.
" Register of debenture-holders; Register of directors’
shareholdings;Share certificates.
- Share Register and other statutory registers and/or
records and/ordocuments.
= Special resolutions/Resolutions passed at General and
Classmeetings.
= Recordsrelating to the appointment of Auditors.
" Directors; Prescribed Officer.Public Officer; and
. Secretary
= Audit reports.
" Risk management frameworks; and Risk management
plans.
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Financial Records

Accounting Records; Annual Financial Reports.
Annual Financial Statements, Asset Registers.
Bank Statements.

Banking details and bank accounts.

Banking Records.

Debtors / Creditors statements and invoices; General

ledgers and subsidiary ledgers; General reconciliation.

Invoices.
Justifications

Policies and procedures; Rental Agreement.

Subject
to PAIA

Income Tax
Records

PAYE Records.

Documents issued to employees for income tax
purposes; Records of payments made to SARS on
behalf of employees; All other statutory compliances:

VAT

Regional Services Levies; Skills Development Levies;
UIF

Workmen’s Compensation

Subject
to PAIA

Personnel
Documents &
Records

Address Lists.

Disciplinary Code and Records.

Employment Contracts.

Grievance Procedures

Leave Records.

Payroll reports/ Wage register;

Safety, Health and Environmental records
Salary Records.

SETArecords

Standard letters and noticesTraining Manuals.

Training Records.

Subject
to PAIA

Procurement

Standard Terms and Conditions for supply of services
and productsContractor, client, and supplier
agreements.

Subject
to PAIA
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Lists of suppliers, products, services, and distribution;
and

IT Department

Computer / mobile device usage policy
documentation;Disaster recovery plans.

Hardware asset registers.

Information security policies/standards/procedures;
Information technology systems and user manuals
Information usage policy documentation.

Projectimplementation plans;Software licensing; and
System documentation and manuals.
Policies and Procedures.

Source code

Subject
to PAIA

Sales & Marketing

Customer details
Credit application information
Information and records provided by a third party.

Advertising and promotional

Subject
to PAIA

Customer,
Candidate and
Service Delivery
Records

Customer, Candidate and User registration,
onboarding, profile and account records;

Names, contact details, addresses, identity numbers,
passport details and copies of identification
documents;

Company or organisational details, including
registration, VAT, billing and authorised
representative information;

Contracts, service instructions, accepted terms and
conditions, product annexes, privacy consents,
authorisations and indemnities;

Customer and Candidate service requests, orders,
submissions, transaction histories and service-status
records;

Payment confirmations, invoices, transaction
references, credits, refunds, cancellations and
chargeback records;

Fingerprints, photographs, facial images and other
biometric information submitted for Criminal
Background Checks and identity verifications;

Subject
to PAIA
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Information relating to alleged or recorded criminal
behaviour, previous convictions, pending proceedings
and identity-verification results;

Criminal Background Check, identity-verification and
other Findings or reports held by or accessible to
HURU;

Candidate consent settings, including Regular
Consent and Restricted Consent records;

Check Submission Notices, Check Request Notices,
approvals, objections, deemed-consent records,
Abuse Notices and related investigation records;

scheduled re-check instructions and records;

Car Check voucher purchase, issue, delivery,
redemption, balance, expiry and refund records;

WhatsApp numbers or account details and related
message-delivery records;

Vehicle information submitted for Car Check services,
including VIN or chassis numbers and licence plate
numbers;

Car Check reports and vehicle-related Findings held
by or accessible to HURU, including report-delivery
records;

Administrative, identity-verification, order, payment,
transmission, delivery and support records relating to
requests for the 4 Bureau Credit Report by Kudough
Credit Solutions (Pty) Ltd with NCR registration
number NCRCB29, excluding the credit report and
underlying consumer credit information where these
are held only by Kudough or the relevant credit
bureaus;

Communications and correspondence with
Customers, Candidates and Users;

Enquiries, complaints, support requests, dispute
records and responses;

Records relating to suspected fraud, abuse, voucher
misuse, unauthorised access or unlawful use of the
Services;

Service access logs, transaction logs, audit trails and
report transmission or delivery records; and
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Records shared with or received from authorised
service providers for purposes of providing the
Services.
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Note that the accessibility of the records may be subject to the grounds of refusal set out in this
PAIA manual. Amongst other, records deemed confidential on the part of a third party, will
necessitate permission from the third party concerned, in addition to normal requirements,
before HURU will consider access.

6. Records Available without a Request
to Access

6.1. Records of a public nature, typically those disclosed on the HURU website and in
itsvarious annual reports, may be accessed without the need to submit a formal
application.

6.2. Other non-confidential records, such as statutory records maintained at CIPC,
may also beaccessed without the need to submit a formal application, however,
please note that an appointment to view such records will still have to be made

with the Information Officer.
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7.Applicable legislation

7.1 Where applicable to its operations, HURU also retains records and documents in
terms of the legislation described in Appendix 15.2. Unless disclosure is prohibited in
terms of legislation, regulations, contractual agreement or otherwise, records that
are required to be made available in terms of these acts shall be made available for
inspection by interested parties in terms of the requirements and conditions of the
Act; the below mentioned legislation and applicable internal policies and procedures,
should such interested parties be entitled to such information. A request to access

must be done in accordance with the prescriptions of the Act.

71.2. Itis further recorded that the accessibility of documents and records may be

subject to thegrounds of refusal set out in this Manual.

8.How do you request access to
information?

8.1. The requester must comply with all the procedural requirements contained within
section 53 of PAIA relating tothe request for access to a record.

8.2. Therequester must complete the prescribed Form1found in Appendix 16.1, and

submit same as well as payment of a request fee and a deposit (if applicable) to the
Information Officer or the Deputy Information Officer at the postal or physical

address or electronic mail address as noted in Contact Details above.

8.3.  Theprescribed form must be filled in with sufficientinformation to enable the
Information Officerto identify:
a. therecordorrecordsrequested;and
b. theidentity of the requester.
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8.4.

8.5.

8.6.

8.7.

8.8.

8.9.

8.10.

8.11.

9.1.1.

The requester should indicate which form of access is required and specify a postal
address oremail address of the requester in the Repubilic.

The requester must state that he/she requires the information to exercise or
protect a right, and clearly state what the nature of the right is so to be exercised
or protected. The requester must clearly specify why the record is necessary to

exercise or protect such a right (section 53(2)(d)).

HURU will process the request within 30 (thirty) days, unless the requester has
stated special reasons to the satisfaction of the Information Officer that
circumstances dictate that the above time periods not be complied with.

The requester shall be advised whether access is granted or denied in writing. If, in
addition, the requester requires the reasons for the decision in any other manner, the
requester will be obliged to state which manner and the particulars required.

If arequestis made on behalf of another person, then the requester must submit
proof of thecapacity in which the requester is making the request to the

reasonable satisfaction of the Information Officer (section 53(2)(f)).

If an individual is unable to complete the prescribed form because of illiteracy or
disability, such aperson may make the request orally.

The requester must pay the prescribed fee before any further processing can take
place.

Allinformation as listed herein must be provided by the requester and failing which
the process will be delayed until the required information is provided. The prescribed
time periods will not commence until the requester has furnished all the necessary
and required information. The Information Officer shall sever a record, if possible,
and grant only access to that portion requested and which is not prohibited from

being disclosed.

What will it cost in terms of PAIA?

The Act provides for two types of fees, namely:
a. Arequestfee, whichisaform of administration fee to be paid by all
requesters exceptpersonal requesters, before the request is considered

and is notrefundable; and
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9.1.2.

9.1.3.

9.1.4.

9.1.5.

9.1.6.

b. Anaccessfee, whichis paid by all requestersif a request for access is
granted. This fee is inclusive of costs involved by the private body in
obtaining and preparing a record for delivery to the requester.
When the request is received by the Information Officer, such officer shall by notice
require therequester, other than a personal requester, to pay the prescribed
request fee, before further processing of the request (section 54(1)).
If the search for the record has been made and the preparation of the record for
disclosure, including arrangement to make it available in the requested form,
requires more than the hours prescribed in the regulations for this purpose, the
Information Officer shall notify the requester topay as a deposit the prescribed
portion of the access fee which would be payable if the request is granted.
The Information Officer shall withhold a record until the requester has paid the fees
as indicatedbelow.
A requester whose request for access to a record has been granted, must pay an
access fee that is calculated to include, where applicable, the request fee, the
process fee for reproduction and for search and preparation, and for any time
reasonably required more than the prescribed hours to search for and prepare the
record for disclosure including making arrangements to make it available in the
request form.
If a deposit has been paid in respect of a request for access, which is refused,
then thelnformation Officer concerned must repay the deposit to the

requester.

10. Refusal of access to records

A private body such as HURU is entitled to refuse a request for information.

10.1.

The main grounds for HURU to refuse a request for information relates to the:
a. mandatory protection of the privacy of a third party who is a natural person,
including a deceased person, where disclosure would involve the unreasonable

disclosure of Personal Information about that third party (section 63), subject to
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the exceptions provided for in PAIA.
b. mandatory protection of the commercial information of a third party (section 64)

if the recordcontains:

i. trade secrets of the third party.

i. financial,commercial, scientific, or technical information which disclosure
could likelycause harm to the financial or commercial interests of that
third party.

ii. information disclosed in confidence by a third party to HURU if the
disclosure could put that third party at a disadvantage in negotiations or

commercial competition.

c. mandatory protection of confidential information of third parties (section 65) if
itis protectedin terms of any agreement.

d. mandatory protection of the safety of individuals and the protection of property
(section 66).

e. mandatory protection of records which would be regarded as privileged in legal

proceedings(section 67).

10.1.2. The commercial activities (section 68) of a private body, such as HURU, which
mayinclude:
a. tradesecrets of HURU.
b. financial, commercial, scientific, or technical information which disclosure could
likely causeharm to the financial or commercial interests of HURU.
c. information which, if disclosed could put HURU at a disadvantage in negotiations
or commercial competition.
d. acomputer program which is owned by HURU, and which is protected
bycopyright.
e. theresearchinformation (section 69) of HURU or a third party, if its
disclosure would disclose the identity of HURU, the researcher or the subject
matter of theresearch and would place the research at a serious
disadvantage.
10.1.3. Requests for information that are clearly frivolous or vexatious, or which
involve anunreasonable diversion of resources shall be refused.

10.1.4. Allrequests for information will be assessed on their own merits and in
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10.1.5.

accordance with theapplicable legal principles and legislation.

If a requested record cannot be found or if the record does not exist, the Information
Officer shall, by way of an affidavit or affirmation, notify the requester that itis not
possible to give access to the requested record. Such a notice will be regarded as a
decision to refuse a requestfor access to the record concerned for the purpose of
the Act. If the record should later be found, the requester shall be given access to
the record in the manner stipulated by the requester in the prescribed form, unless

the Information Officer refuses access to such record.

1. What can you do when HURU refuses a
request?

1.1Internal Remedies

HURU is a private body and no internal appeal procedure applies to a decision made by
HURU in relation to a request for access under PAIA.

11.2 External Remedies

1.2

1.2.2

A requester or third party who is aggrieved by a decision of HURU in relation to a
request for access may, within 180 (one hundred and eighty) days of the decision,
submit a complaint to the Information Regulator in the prescribed manner using

PAIA Form 5.

A requester or third party may apply to a competent court for appropriate relief after
exhausting the complaints procedure contemplated in section 77A of PAIA, subject

to the applicable requirements and time periods prescribed by PAIA.

For purposes of the Act, the Courts that have jurisdiction over these applications are the
Constitutional Court, the High Court or another court of similar status and a Magistrate's
Court designated by the Minister of Justice and Constitutional Development, and which is
presided over by a designated Magistrate.
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12. Prerequisites to access records held
by us.

121 Records held by HURU may be accessed by requests only once the prerequisite
requirements for access have been met.
12.2 Arequesterisany person making a request for access to a record of HURU. There
are two types of requesters:
a. Personal Requester

i. A personal requesteris arequester who is seeking access to arecord
containingpersonal information about the requester.

i. HURU will voluntarily provide the requested information or give access to
any record with regard to the requester's personal information. The
prescribed fee forreproduction of the information requested will be
charged.

b. OtherRequester

i.  Thisrequester (other than a personal requester) is entitled to request
access toinformation on third parties.

ii. Inconsidering such arequest, HURU will adhere to the provisions of the
Act.Section 71 requires that the Information Officer take all reasonable
steps to inform a third party to whom the requested record relates of the
request, informing him/her thathe/she may make a written or oral
representation to the Information Officer why the request should be
refused or, where required, give written consent for the disclosure of the

Information.

HURU is not obliged to voluntarily grant access to such records. The requester must fulfil the
prerequisite requirements, in accordance with the requirements of the Act and as stipulated
in Chapter 5; Part 3, including the payment of a request and access fee.
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13.

13.1.

How long does the process take?

HURU will, within 30 (thirty) days of receipt of the request, decide whether to
grant ordecline the request and give notice with reasons (if required) to that
effect.

The 30 (thirty) day period within which HURU has to decide whether to grant or
refuse the request, may be extended for a further period of not more than (30)
thirty days if the requestis for a large number of information, or the request
requires a search for information held at another office of HURU and the
information cannot reasonably be obtained within the original 30 (thirty) day
period.

HURU will notify the requester in writing should an extension be sought.

14. Protection of Personal Information
thatis Processed by HURU (POPIA)

14.1

14.2

14.3
14.4

14.5

Protection of Personal Information Act No. 4 of 2013 provides that data subjects have
the right to know what personal information HURU has about them, what it is used for,
the recipients or categories of recipients, and whether it is transferred outside of South
Africa. These are set out in Appendix (PoPIA Records) contained herein.

If you are a data subject, you have the right to:

Access personal information (Form 1, 16.1)
Object to the processing of your Personal Information (Form 2, 16.2)

To request a deletion / correction of your records (Form 3, 16.3)

You also have a right to know what security measures we have in place at HURU.

Chapter 3 of PoPIA provides for the minimum Conditions for Lawful Processing of
Personal Information by a Responsible Party. These conditions may not be derogated
from unless specific exclusions apply as outlined in PoPIA.

HURU needs Personal Information relating to both individual and juristic persons to carry
out its business and organisational functions. The way this information is Processed and
the purpose for which it is Processed is determined by HURU. HURU is accordingly a
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Responsible Party for the purposes of POPIA and will ensure that the Personal
Information of a Data Subject:
14.5.1 is processed lawfully, fairly, and transparently. This includes the provision of

appropriate information to Data Subjects when their data is collected by HURU, in
the form of privacy or data collection notices. HURU must also have a legal basis (for
example,consent) to process Personal Information.

14.5.2 is processed only for the purposes for which it was collected.

14.5.3 will not be processed for a secondary purpose unless that processing is
compatible with theoriginal purpose.

14.5.4 isadequate, relevant and not excessive for the purposes for which it was collected.

14.5.5 isaccurate and kept up to date.

14.5.6 will not be kept for longer than necessary.

14.5.7 isprocessed in accordance with integrity and confidentiality principles; this
includes physicaland organisational measures to ensure that Personal
Information, in both physical and electronic form, are subject to an appropriate
level of security when stored, used and communicated by HURU, in order to
protect against access and acquisition by unauthorised persons and accidental
loss, destruction or damage.

14.5.8 is processed in accordance with the rights of Data Subjects, where applicable.
Data Subjects have the right to:

(a) be notified that their Personal Information is being collected by HURU. The
DataSubject also has the right to be notified in the event of a data breach.

(b) know whether HURU holds Personal Information about them, and to access that
information. Any request for information must be handled in accordance with
the provisions of this Manual.

(c) requestthe correction or deletion of inaccurate, irrelevant, excessive,
out of date,incomplete, misleading, or unlawfully obtained personal
information.

(d) objectto HURU’s use of their Personal Information and request the deletion of
such Personal Information (deletion would be subject to HURU’s record
keepingrequirements);

(e) objectto the processing of Personal Information for purposes of direct

marketing by means of unsolicited electronic communications; and
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() complain to the Information Regulator regarding an alleged infringement of any
of the rightsprotected under POPIA and to institute civil proceedings regarding
the alleged non-compliance with the protection of his/her or its personal

information.
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15. Appendixes

15.1Fees

Where HURU has voluntarily provided the Minister with a list of categories of records that will
automatically be made available to any person requesting access thereto, the only charge
that may be levied for obtaining such records, will be a fee for reproduction of the record in
question.

Request Fees

Where a requester submits a request for access to information held by an institution on a
person other than the requester himself/herself, a request fee in the amount of R140,00 is
payable up-front before the institution will further process the request received.

Document Number: HT-MAN-001 Version2.2 Page 22 of 31
Classification: Public
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Access Fees

An access fee is payable in all instances where a request for access to information is granted,
exceptinthose instances where payment of an access fee is specially excluded in terms of the

Act, or an exclusion is determined by the Minister in terms of section 54(8).
The applicable access fees which will be payable are

Information in an A-4 size page photocopy or part thereof R2.00
A printed copy of an A4-size page or part thereof R2.00
A copy in computer-readable format, for example:Compact disc, Flash

drive R 40.00

A transcription of visual images, in an A4-size page orpart thereof

Service to be

outsourced. Will
depend on the

quotation of the
service provider

A copy of visual images

A transcription of an audio record for an A4-size page orpart thereof R 24,00
A copy of an audio record R 40,00*
*Per hour or part of an hour reasonably required for suchsearch.

To search for and prepare the record for disclosure for each hour or part of an R145.00
hour, excluding the first hour, reasonably required for such search and :
preparation.

To not exceed the total cost of R435.00

Deposit: If search exceeds 6 hours One third of amount

per request
calculated in terms
of items

Postage, email or any other electronic transfer. Actual costs

Deposits
1. Where the institution receives a request for access to information held on a person
other than the requester himself/herself and the Information Officer upon receipt of
the request is of the opinion that the preparation of the required record of disclosure
will take more than 6 (six) hours, a deposit is payable by the requester.

Document Number: HT-MAN-001
Classification: Public

Version2.2 Page 23 of 31
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2. The amount of the deposit is equal to 1/3 (one third) of the amount of the applicable
access fee.

Collection Fees

1. The initial "request fee" of R140,00 should be deposited into the bank account to be
provided and a copy of the deposit slip, application form and other correspondence /
documents, forwarded to the Information Officer via email.

2. The officer will collect the initial "request fee" of applications received directly by the
InformationOfficer via email.

3. All fees are subject to change as allowed for in the Act and therefore such escalations
may not always be immediately available at the time of the request being made.
Requesters shall be informed of any changes in the fees prior to making a payment.

Document Number: HT-MAN-001 Version2.2 Page 24 of 31
Classification: Public
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15.2 Applicable legislation

1. Auditing Profession Act, No 26 of 2005;

2. Basic Conditions of Employment Act, No 75 of 1997;

3. Broad- Based Black Economic Empowerment Act, No 53 of 2003;

4, Business Act, No 71 of 1991;

5. Companies Act, No 71 of 2008;

6. Compensation for Occupational Injuries & Diseases Act, 130 of 1993;

7. Competition Act, No.89 of 1998;

8. Constitution of the Republic of South Africa 1996;

9. Copyright Act, No 98 of 1978;

10. Customs & Excise Act, 91 0f 1964;

11. Electronic Communications Act, No 36 of 2005;

12. Electronic Communications and Transactions Act, No 25 of 2002;

13. Employment Equity Act, No 55 of 1998;

14. Financial Intelligence Centre Act, No 38 of 2001;

15. Identification Act, No. 68 of 1997;

16. Income Tax Act, No 58 of 1962;

17. Intellectual Property Laws Amendment Act, No 38 of 1997;

18. Labour Relations Act, No 66 of 1995;

19. Long Term Insurance Act, No 52 of 1998;

20. Occupational Health & Safety Act, No 85 of 1993;

21. Pension Funds Act, No 24 of 1956;

22. Prescription Act, No 68 of 1969;

23. Prevention of Organised Crime Act, No 121 of 1998;

24. Promotion of Access to Information Act, No 2 of 2000;

25. Protection of Personal Information Act, No. 4 of 2013;

26. Regulation of Interception of Communications and Provision of Communication-
Related Information Act 70 of 2002

27. Revenue laws Second Amendment Act. No 610of 2008;

28. Skills Development Levies Act No. 9 of 1999;

29. Short-term Insurance Act No. 53 of 1998;

30. Trust Property Control Act 57 of 1988

31. Unemployment Insurance Contributions Act 4 of 2002;

32. Unemployment Insurance Act No. 63 of 2001,
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33. Value Added Tax Act 89 of 1991.

15.3 PoPIA Records

We use your personal information only for the purpose for which it is collected. Among others,
this purpose could be to provide a service, assist us with administration, recruit prospective
employees or even to comply with a legal obligation. We may use your personal information for
other similar purposes, including marketing and communications, but that will only occur in the
case where we have your consent or another lawful justification for doing so.

15.3.1Purposes for processing

Lawful reasons

R1 To provide, conclude a contractual obligation that a data subject is part of

R2 For purposes of making a hiring decision, employment processing that a data
subject is part of

R3 For alegal agreement that a data subject is part of

Retention Periods

A Deleted upon conclusion of the service
B Until no longer required by any legislation or purposes of proof
C Indefinite

Prospective Employees

Processing Category What information is processed Reason
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Recruitment Natural Persons Names; contact details; physical and R2
postal addresses; date of birth; ID
number/Identifier, education and
employment history, Confidential
Correspondence, Criminal
behaviour

From customer to provide products and services
Processing Category What information is processed Reason
Natural Persons Names; contact details; physical and R1
postal addresses; date of birth; ID
number/Identifier, banking
information, Confidential
Correspondence, Biometric
fingerprints, Facial image, criminal
behaviour
Services
Juristic Persons / Names of contact persons; name of
Entities legal entity; physical and postal
address and contact details;
financial information; registration
number; vat number, banking
information, Confidential
Correspondence
From Contracted Service Providers
Processing Category What information is processed Reason
Verifving inf i d Natural Persons & Names of contact persons; name of R3
* eritying information an Juristic Persons / legal entity; physical and postal
performing checks. Entities address and contact details;
e  Purposes relating to the financial information; registration
agreement or business number; banking information. BEEE
relationship or possible Records, Confidential
agreement or business Correspondence
relationships between the
parties.
e Payment of invoices.
Document Number: HT-MAN-001 Version2.2 Page 27 of 31

Classification: Public



@J) PAIA & PoPIA Manual

e  Complying with the Huru’s
data’s regulatory and other
obligations; and

e Any other reasonably required
purpose relating to the HURU
business.

From Employees to comply with legislation while under employ

Processing Category What information is processed Reason
S Empl Gender; tatus; ital R1 B
« Communicating mp oyees / en e?r pregnancy's a 'us marita
Directors status; colour, race; age;
e  Complying with the HURU’s language; education information;
regulatory and other obligations financial information;

employment history; ID
number/ldentifier.
physical and postal address;
banking information, Confidential
e \Verification of applicant Colrr.espondenc'e, Facial image,
employees’ information during criminal behaviour
recruitment process

e Performing other
administrative and operational
purposes

e General mattersrelating to
employees: Pension, Medical
aid, Payroll, Disciplinary action,
Training

15.3.2 In general, what information do we collect.

If you visit our website, your browser transmits some data automatically, such as your browser
information, operating system and date & times, the data transmitted and your IP address. At
all times we only collect the minimum amount of information that is relevant to the purpose. If
you interact with us on the internet, the personal information we collect depends on whether
you just visit our website or use our services.

Personal Information Special Personal Information

e Physical address e  Criminal behaviour — allegations

e Cellular phone number

e  South African ID Number or Passport Number e We comply with section 33 of PoPIA with provisions
e Telephone number concerning a data subject's criminal behaviour or

e Confidential Correspondence biometric information.

e Email address
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e Financial & banking details e We comply section 29 of PoPIA with provisions

e Location information concerning a data subject's race or ethnic origin.
e  Education history

e Employment history e HURU has Prior Authorisation as per section 57(1)
e Name, together with other identifying information and 58(1)

15.3.3 Possible recipients of Personal Information

e Any juristic entity that HURU uses to collect payments and recover debts or to
provide a service on its behalf.

e Credit bureaus that we obtain some services from

o Afiswitch who processes Criminal Background Checks on behalf of SAPS

e SAPS, South African Police Services

e Any other juristic entity that provides HURU with products or services.

e Anypayment systems HURU uses.

e Regulatory and governmental authorities or ombudsmen, or other authorities,
including taxauthorities, where HURU has a duty to share information.

e Third parties to whom payments are made on behalf of employees.

e Financial institutions from whom payments are received on behalf of data subjects.

e Anyother operator not specified.

e Employees, contractors, and temporary staff; and

o Agents.

15.3.4 Cross border transfers of Personal Information

HURU may transfer Personal Information outside South Africa, or permit it to be processed
outside South Africa, where reasonably necessary for cloud hosting, messaging and
communications, analytics, technical support, service delivery, group operations or the use of
other third-party service providers. Any such transfer will be undertaken in accordance with
section 72 of POPIA, including where the recipient is subject to a law, binding corporate rules or

a binding agreement providing an adequate level of protection, or where another lawful basis
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permitted by section 72 applies. The countries, service providers and categories of Personal
Information involved will depend on the particular systems and Services used by HURU from
time to time.

By using and accessing our Services, Users who reside or are in countries outside of South
Africa agree and consent to the transfer to and processing of their Personal Information on
servers located outside of the country where they reside, and that the protection of such
information may be different than required under the laws of their residence or location.

15.3.5 What security measures are taken?

HURU undertakes to institute and maintain the data protection measures to accomplish the
following objectives outlined below. The details given are to be interpreted as examples of how
to achieve an adequate data protection level for each objective. HURU may use alternative
measures and adapt to technological security development, as needed, provided that the
objectives are achieved.

1. Access Control of Persons

HURU shall implement suitable measures to prevent unauthorized persons from gaining
access to the data processing equipment where the data are processed.
2. Data Media Control

HURU undertakes to implement suitable measures to prevent the unauthorized
manipulation of media, including reading, copying, alteration or removal of the data
media used by HURU and containing personal data of Customers.

3. DataMemory Control

HURU undertakes to implement suitable measures to prevent unauthorized input into
datamemory and the unauthorised reading, alteration or deletion of stored data.
4. User Control

HURU shall implement suitable measures to prevent its data processing systems from
being used by unauthorised persons by means of data transmission equipment.
5. Access Control to Data

HURU represents that the persons entitled to use HURU’s data processing system are
only able to access the data within the scope and to the extent covered by their
respective access permissions (authorisation).

6. Transmission Control

HURU shall be obliged to enable the verification and tracing of the locations /
destinationsto which the personal information is transferred by utilization of HURU’s
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data communication equipment / devices.
7. Transport Control

HURU shall implement suitable measures to prevent Personal Information from being
read, copied, altered or deleted by unauthorized persons during the transmission thereof
or during the transport of the data media.

8. Organisation Control

HURU shall maintain its internal organisation in a manner that meets the requirements
of this Manual.
9. Risk Control

HURU regularly reviews its security measures to assess for new security risks and
constantly updates its security measures accordingly.

16. Forms

16.1Form - Request for access

e Click Here to Get Form

16.2 Form 1 - Objection to the Processing of Personal
Information

e Click Here to Get Form

16.3 Form 2 - Request for Correction, or Destroying of
Personal Information

e Click Here to Get Form
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